










Figure 3 shows a top-down view. The 
user can simultaneously view the attack 
sources, the types of activities they engaged 
in, and the targets of their attacks - all 
related in time. 

Figure 1. Front view of temporal 
display showing time that specific 
security events occurred, and the 
taraets of their attacks 

Figure 2 shows the rear plane or rear 
"floor" of the display. The rear plane 
provides information ' about the 
characteristics of the attack sources (e.g. IP 
address, number of hops it used to reach 
the target, etc.). -It can also be used to 
show information about which specific 
sensors detected events, and the times that 
those sensors detected the activities. 

Figure 2. Rear plane of temporal 
display showing times that specific 
attackers are active 
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Figure 3. Top down view of temporal 
display showing how attackers, 
targeted hosts and events are related 

Figure 4 depicts a different version of the 
frontal view. In this version, frequency 
distributions are shown on the vertical wall. 
The wall is divided into columns of time 
slots; in Figure 4 the time slots refer to 
minutes. The wall is also divided into rows 
of categories of security events (e.g. denial 
of service activities; access permission 
problems). 

Figure 4. Frequencies of security 
events displayed by the time of 
detection and intended target 
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As a specific type of event is recorded in 
each time slot, the frequency bar increases 
in height. The user can click on the 
frequency bar to get more information. Upon 
clicking on the bar, association lines connect 
the frequency bar of events to the hosts that 
experienced the events. The user can then 
see what categories of hosts were attacked 
at specific periods of time, and the specific 
types of events they experienced at those 
time periods. 

We do not anticipate any significant 
problems with capturing data to populate the 
temporal event wall. Most information 
security sensors (e.g. vulnerability scanners, 
firewalls, intrusion detection systems) store 
and report time-stamps with the alerts that it 
produces. Secure Decisions already has 
methods for interfacing visual displays with 
repositories of time-stamped sensor data, 
and those methods can be transferred to 
populating the temporal event wall. 

4.2 Mission Impact Scenes 

To capture the need to understand the 
impact of security incidents on the success 
of specific mission-critical tasks, Secure 
Decisions designed five mission impact 
formats and prototyped three of them in 3-D 
VRML. 

It should be noted that the population of 
mission impact scenes is not nearly as 
straightforward as the temporal scenes. For 
mission impact scenes to be implemented in 
a real world environment, it will be 
necessary for the users to collect and store 
information about the interdependencies 
between network devices, cyber resources 
and the mission-critical tasks and missions 
they support. As part of another effort, 
Secure Decisions is working with DARPA’s 
Mission Model Working Group to identify the 
specific types of information to be collected 
and the database schema needed to store 
that information. 

Figure 5 depicts a sample of a mission 
dependency ring scene. The mission 
dependency ring format provides a basic 
structure that meets most of the identified 
requirements. It falls short primarily in the 
area of time phasing. The dependency ring 

format does not meet the requirement to 
show how the strength of a dependency 
varies with phase of a mission, not does, 
and it does not provide a means for 
depicting the sequence of cyber resources 
needed to support a mission-critical task. 

Network device ring - This ring or disc is 
comprised of individual objects, each of 
which represents a specific device on 
the network. They can be workstations, 
routers, printers, etc. Devices are 
represented as cubes and occupy a 
single layer. Each device is labeled with 
its name. Drill down capabilities will 
allow a user to click on a network device 
and obtain additional information about 
its IP address, administrator, etc. 
Simple Resources - This layer is 
comprised of the simple resources 
provided by each device. A single 
device could provide just one resource 
(e.g. it hosts personnel files for the 
entire organization) or a single device 
could provide many resources (e.g. it 
hosts word processing applications, 
accounting applications, and budget 
data for a specific department). Three 
different object shapes are used to 
indicate the type of resource 
represented: a cube denotes an 
application program; a cylinder denotes 
data; and a sphere denotes peripheral 
devices. 
Compound Resources - This layer is 
comprised of resources that are more 
complex and represent a service to the 
organization (e.g. e-mail service, web 
access). These resources combine one 
or more devices and simple resources, 
and even other compound resources, to 
provide their service. Compound 
resources are arranged in one or more 
rings above the simple resources. 
Compound resources are represented 
as either a diamond shape or a cone 
shape. A diamond shape indicates the 
resource is an AND type. An AND type 
compound resource requires all its 
resource dependencies. A cone shape 
indicates the resource is an OR type. An 
OR type compound resource requires 
only one of it dependencies. Compound 

In Figure 5, five rings are depicted: 
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resources can have other compound 
resources or simple resources as 
dependencies. When this happens, the 
compound resource is elevated to a 
higher ring. 

- Mission critical tasks - This layer is 
comprised of objects each of which 
represent specific tasks that must be 
achieved by the organization (e.g. AT0 
generation, production of mission 
situation reports, shipping of supplies) 
Missions - This layer represents major 
goals that the organization has to 
achieve. Each goal requires multiple 
tasks to be accomplished for the goal to 
be reached. 

- 

The lines that connect objects in each ring 
represent dependencies. Although Figure 5 
does not show variations in line thickness, 
the scene can be manipulated to show 
stronger dependencies using thicker lines 
and weaker dependencies using thinner 
lines. 

In Figure 5, the user has requested to see 
all the dependencies between cyber 
resources and the mission-critical tasks and 
missions they support. 

Missions -*‘-e- 

- -- 
Figure 5. Mission impact scene 
showing dependencies between 
missions, the mission-critical tasks 
that support the missions, and the 
cyber resources needed for the 
mission-critical tasks 

on the network. The top of the display 
shows resources, tasks and missions that 
require those devices. In this example, the 
user has clicked on a specific device on the 
network that may have sustained an attack. 
The user wishes to see the specific cyber 
resources (e.g. applications, databases, 
services) that are hosted on that device and 
the specific mission-critical tasks that need 
those resources for their successful 
completion. 

Figure 6. Mission impact scene 
showing what cyber resources and 
mission-critical tasks will be affected 
by a breach of a specific device 

Secure Decisions identified several critical 
information requirements for building visual 
aids that will enhance the information 
security officer’s situational awareness. We 
specifically focused on visual aids to 
improve the detection of time patterns in 
security breaches, and to improve the 
assessment of mission impact of security 
breaches. In our next phase of work for 
DARPA, Secure Decisions will refine these 
concepts and develop a fieldable prototype 
of a subset of them. Those prototypes can 
then be used to test their value in improving 
the situational awareness of information 
security analysts. 

Figure 6 combines the concept of a 
mission dependency ring with a host grid, 
similar to the host grid seen in the temporal 
event wall. The bottom or “floor” of the 
display consists of a grid of devices that are 
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