














resources can have other compound 
resources or simple resources as 
dependencies. When this happens, the 
compound resource is elevated to a 
higher ring. 

- Mission critical tasks - This layer is 
comprised of objects each of which 
represent specific tasks that must be 
achieved by the organization (e.g. AT0 
generation, production of mission 
situation reports, shipping of supplies) 
Missions - This layer represents major 
goals that the organization has to 
achieve. Each goal requires multiple 
tasks to be accomplished for the goal to 
be reached. 

- 

The lines that connect objects in each ring 
represent dependencies. Although Figure 5 
does not show variations in line thickness, 
the scene can be manipulated to show 
stronger dependencies using thicker lines 
and weaker dependencies using thinner 
lines. 

In Figure 5, the user has requested to see 
all the dependencies between cyber 
resources and the mission-critical tasks and 
missions they support. 
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Figure 5. Mission impact scene 
showing dependencies between 
missions, the mission-critical tasks 
that support the missions, and the 
cyber resources needed for the 
mission-critical tasks 

on the network. The top of the display 
shows resources, tasks and missions that 
require those devices. In this example, the 
user has clicked on a specific device on the 
network that may have sustained an attack. 
The user wishes to see the specific cyber 
resources (e.g. applications, databases, 
services) that are hosted on that device and 
the specific mission-critical tasks that need 
those resources for their successful 
completion. 

Figure 6. Mission impact scene 
showing what cyber resources and 
mission-critical tasks will be affected 
by a breach of a specific device 

Secure Decisions identified several critical 
information requirements for building visual 
aids that will enhance the information 
security officer’s situational awareness. We 
specifically focused on visual aids to 
improve the detection of time patterns in 
security breaches, and to improve the 
assessment of mission impact of security 
breaches. In our next phase of work for 
DARPA, Secure Decisions will refine these 
concepts and develop a fieldable prototype 
of a subset of them. Those prototypes can 
then be used to test their value in improving 
the situational awareness of information 
security analysts. 

Figure 6 combines the concept of a 
mission dependency ring with a host grid, 
similar to the host grid seen in the temporal 
event wall. The bottom or “floor” of the 
display consists of a grid of devices that are 
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