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MeerCAT® Technology 
Mobile Cyber Asset Tracks ɀ Visualizing Location and Threats to Critical Assets 

Need: Situational Awareness of Threats to Critical Assets 
Mission-critical computing assets need to be tracked, managed, positioned and secured with the 

same commitment afforded to human resources and critical equipment. Network managers and 

commanders need to know the current location and security state of their fixed and mobile net-

work-centric assets. They also need to assess the risks to those assets, such as threats vectored 

from rogue wireless devices that pop up in proximity to the critical assets.  

Systems designed to help locate and assess the state of critical assets and the threats to them gen-

erate large quantities of data that require experience and expertise to correlate and interpret. One 

of the challenges is to quickly turn the wealth of distributed data into meaningful actionable in-

formation. Visual analytics is an effective way to make sense of this data.  

Visual Correlation of Disparate Data  
MeerCAT

®
 (Mobile Cyber Asset Tracks) is a set of integrated visualization tools to help the de-

cision-maker analyze risks to critical assets from mobile threats. While MeerCAT is currently 

being developed for the analysis of data collected from ñwar drivesò to detect authorized and un-

authorized wireless transmitters, the system has been designed for extensibility to other applica-

tions requiring geographic and temporal analysis of threats. They include integrated wired and 

wireless network management, blue force tracking, and the management of mobile devices and 

personnel equipped with RFID tags (e.g. locating and tracking emergency equipment, personnel 

and vehicles carrying sensitive cargo for homeland security). 

MeerCAT interfaces to various sources of information, and fuses them into a unified picture of: 

Location Where friendly and potentially adversarial assets are in physical space and their logical 

location in a network is needed to understand the physical vulnerability of systems, and the geo-

graphic constraints to securing and maintaining systems. 

MeerCAT accesses location data collected from a variety of sources. When assessing risks from 

wireless cyber threats, MeerCAT draws its data from wireless discovery tools such as the open-

source Kismet or DoD Flying Squirrel systems. 

Security Vulnerabilities of and threats to critical cyber assets are needed to assess whether mis-

sion-readiness will be compromised by unauthorized access or attacks on data integrity.  

MeerCAT adds this information to the unified picture from data collected by tools for security 

risk assessment. These include wireless discovery tools, Wireless Intrusion Detection Systems 

(WIDS), vulnerability analysis tools ï even data collected about physical security that has been 

added to a security data base.  

Behavior Patterns Depicting patterns in movement or connection patterns between network 

nodes to see how and where each node exchanges data can clarify whether a friendly device is 

connecting to threats, and can help determine the target of a potentially threatening rogue device. 

Mobile assets make this assessment more complex, as they enter and leave networks.  

MeerCAT combines several data sources within a spatial or temporal context to present patterns 

in an intuitive format. For example, when showing connection patterns, MeerCAT visually com-

bines packet data with topological information. 



 

Temporal Patterns When a rogue device appears, how regularly it pops up ï and the sequence 

of its locations ï provide insight into the identity and intent of unknown devices popping up near 

critical assets.  

MeerCAT uses the time stamps from various data sources to incorporate time patterns into the 

unified picture. 

Mission Decision makers need to rapidly comprehend the mission functions of their cyber assets, 

and the potential impact of their loss.  

As mission-specific criticality of cyber assets becomes available, MeerCAT will visually associate 

that information to the location and security status of the assets.  

 

MeerCAT provides intuitive visual analytics to assess risks to and from wireless devices. 

System Design 
MeerCAT interfaces to multiple data sources and visually correlates information from those 

sources into a visual analytic system for real-time and post-hoc analysis. It can visualize data col-

lected from discovery systems such as Kismet or Flying Squirrel, commercial and open-source 

vulnerability assessment systems, communication sources such as AirPcap, and commercial 

Wireless IDS. MeerCAT currently supports ESRIôs ArcGIS and NASA World Wind for geo-

graphic visualization.  

Among the visualization tools MeerCAT provides are 3D geographic fly-through visualization 

showing satellite imagery, graphical views of physical objects, their attributes and relationships, 

and visual representations comparing data that has been collected over time. MeerCAT links to-
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gether these views to provide multiple perspectives of the data simultaneously, and provides an 

intuitive interactive visual environment where highlighting or filtering in one view is reflected in 

all other views. 

It is designed as a modular system. Components of the system, such as its visualization frame-

work, can be extracted and incorporated into larger systems. MeerCAT can also be used as stand-

alone visualization system interfaced to external data sources. It is implemented in Java using the 

Eclipse Rich Client Platform (RCP) and Standard Widget Toolkit (SWT) to provide cross-

platform support with a native look-and-feel.  

 

MeerCAT is a modular, cross-platform system providing a variety of visual tools for spatio-
temporal depictions of wireless threats. 

Potential Uses of MeerCAT 
MeerCAT is currently being developed in close collaboration with government users and a com-

mercial security consulting company. MeerCAT processes wireless discovery and other data to 

visualize the wireless assets, their location, security state, threats, and inter-relationships.  

Other applications that can benefit from MeerCAT include visualization and tracking of equip-

ment and personnel with RFID tags (e.g. locating and tracking emergency equipment, personnel 

and vehicles carrying sensitive cargo for homeland security) and reconnaissance. In any of these 

domains, MeerCAT requires access to the data relevant to the application to integrate and visual-



 

ize the information. Data access can be via a database connection, exported data file, or data ac-

cess interface. 

The following describes two MeerCAT use cases. 

Identify potential threats to critical networks 

User Security practitioner responsible for identifying wireless devices attempting to connect to 

the secured enterprise network. 

Critical Assets Network assets on wired, enterprise network; authorized wireless assets con-

nected to enterprise network. 

Threats Unauthorized user attempting to connect to enterprise from perimeter of campus or base. 

Questions MeerCAT Can Help Answer 

V Are there any unauthorized wireless access points detected within 1 km of the boundaries of 

the campus or base? 

V Are the wireless access points encrypted? 

V Has that SSID been seen near the property within the past month? 

V Have the unauthorized access points tried to connect to the enterprise network? 

V With whom are they connecting? 

V Are they located within or outside the boundaries of the campus? 

V Are authorized wireless devices using encryption defined by the organizationôs policy? 

Assess mission readiness of a counter-terrorism mission 

User Commander about to commence a mission requiring continuous electronic surveillance and 

real-time identity recognition of potential adversaries. 

Critical Assets Surveillance devices, laptop computers in the field, law enforcement officers ï all 

equipped with location tracking devices. 

Threats Adversary listening in or disrupting operation; loss of an asset. 

Questions MeerCAT Can Help Answer 

V Have any potential threats been detected over the past week? 

V Have any new wireless access points appeared in the past week? 

V Are they encrypted? 

V Have they changed their encryption status during the past week? 

V On which channel are they transmitting? 

V With whom are they connecting? 

V Have they tried to connect to mission-critical assets 

V Is each team element (surveillance devices, officers, etc.) in its correct deployment position? 

V Once the mission commences, are each of the team elements continuing to report? 
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Summary 
MeerCAT is a visualization tool developed to help decision makers locate wireless assets and 

networks, and assess the risks to their organization or mission. It is designed for post-hoc analysis 

of data acquired from a variety of sources that discover and locate wireless transmitters. Meer-

CAT integrates this data with a geographic information system (GIS) to provide a unified view of 

detected wireless devices, their vulnerabilities and threats.  

MeerCAT provides a 3D geographic fly-through visualization showing satellite imagery,  graphi-

cal views of physical objects, their attributes and relationships, and visual representations com-

paring data that has been collected over time. MeerCAT links together all its views to provide 

multiple perspectives of the data at once, and an intuitive interactive visual environment where 

highlighting or filtering in one view is reflected in all other views. 

Security professionals can use MeerCAT to locate both authorized and unauthorized (rogue) ac-

cess points, and unsecured wireless devices. MeerCAT users can also óseeô with whom wireless 

assets are connecting including mission-critical systems. 

DoD and Homeland Security can use MeerCAT to visually track soldiers, computers and other 

critical assets equipped with location sensors, and assess threats to these critical resources from 

unauthorized wireless access points. 

7ÈÙ ÔÈÅ .ÁÍÅ Ȱ-ÅÅÒ#!4ȱȩ 
Meerkats are burrowing animals, living in large underground networks. They pop 

up from time to time on the terrain, much like computing assets pop up on wireless 

networks. Both meerkats and mobile computing assets often appear in different 

locations. However, if you understand their social network and how they connect to each other, 

you can track them and predict their next location. The ñCATò part of the name refers to the 

Cyber Asset Tracks that such devices leave behind. 

Sponsor  
MeerCAT technology is being developed under a Phase II SBIR project funded by the DARPA 

Defense Advanced Research Projects Agency. Contract No. W31P4Q-07-C-0022 was issued by 

U.S. Army Aviation and Missile Command. 
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